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Could social
engineering
bring down your
business?

One phone call could be all it takes to
bring your business to its knees.

That's the chilling reality of social
engineering. It's a type of cyber attack that
doesn't rely on clever coding or fancy tech.
Instead, it targets your people. And it's
becoming one of the biggest threats to
businesses of all sizes.

Social engineering is when a criminal
manipulates someone into giving up
sensitive information or access to systems. It
often starts with a phone call or email from
someone pretending to be a colleague, a
supplier, or even a senior manager. They
might sound friendly, urgent, or frustrated...
anything to get the response they want.

And if your staff aren’t on high alert, that one
conversation could open the door to your
entire network. A favourite target for these
attacks?

Your help desk or service team. They're trained to
be helpful and solve problems quickly. But if
someone calls pretending to be locked out of
their account and urgently needs a password
reset, it's easy to see how a well-meaning team
member could be tricked into handing over
access.

From there, it's game over. Attackers can install
ransomware, steal customer data, or snoop
around in your systems undetected.

The worst part is this kind of attack is simple to
pull off. And highly effective. That's why even
small businesses need to take it seriously.

So, what can you do?

Start by training your team to be cautious of
unusual requests, even if they sound legitimate.
And don't rely on memory or gut instinct. Put
strong identity verification procedures in place
that everyone follows, every time. Technology can
help with this, by adding extra checks before any
sensitive action is taken.

Remember, cyber criminals don't need to break
in when someone will open the door for them. But
with the right awareness and safeguards, you
can make sure your team knows how to keep it
firmly shut.

Need help keeping your team on
top of cyber security best
practice? Get in touch.

Your monthly newsletter, written for humans not geeks.

not all password
managers are
genuine?

Cyber criminals are creating
fake websites that look exactly
like the real thing, offering
downloads of password
manager software that’s
secretly been tampered with.
These lookalike sites often
appear in search engine ads,
making them hard to spot. Even
for experts. Once installed, the
software works normally on the
surface, but behind the scenes
it can steal your data or install
ransomware.

Always double check the web
address before downloading
anything, and only get software
from trusted, official sources.

This is how you can get in touch with us:

01204 221101 -

:hello® bluebox-i.co.uk -

:www.bluebox-i.co.uk
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Simplified Telecoms & IT
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When we say we simplify telecoms & IT - we mean it!
Take a look at the internet cabinet before & after our upgrode
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THE CHALLENGE

Our client, a busy public venue
hosting multiple businesses,
was struggling with a patchy
and underpowered network
setup. While we’'d already
delivered a robust 1Gbps leased
line to the building, the internal
infrastructure hadn't kept pace.
Outdated switches, ageing
Wi-Fi access points, and a
neglected comms cabinet were
all contributing to sluggish
performance and growing
frustration among tenants and
staff.
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We carried out a full internal

network refresh, deS|gned to

meet the venues’ demands for

today and the years ahead.

Here's what we delivered:

*» Replaced legacy switches
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* Upgraded router and VE/ the behind-the-scenes team:

access points for'seamless site- keepmg everything ru 92 7"
wide coverage SMoo :
+ Refreshed and reorganisedthe -~ J

comms cabinet for improved
airflow, easier access, and.béetter
performance
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MICROSOFT

“| have not failed.
I've just found
10,000 ways that
won't work.”

Thomas Eddison, inventor.

Microsoft's working on a new
feature for Windows 11 called
The rollout is already happening right now. Cross Device Resume. [twil
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Your fingerprint is your password...

Whether it's a fingerprint, a facial scan or even an
iris pattern, more and more businesses are using
this tech to access systems, files and customer
records. It's fast, it's convenient. And it feels
more secure than a password.

But there’s a catch: If someone gets hold of your
biometric data, you can’t change it. You can't just
“reset” your face, right?

That's why biometric data is quickly becoming
one of the most valuable - and vulnerable -
types of information your business holds.

And if your systems contain sensitive data about
your employees or customers, using biometrics
without proper protection is a bit like fitting a
high-tech lock on your front door... then leaving
the key under the mat.

Hackers are already targeting businesses that
use biometrics for logins, because they know
how powerful that data is. A stolen password can
be cancelled. A stolen fingerprint? That's forever.

On the dark web, biometric credentials are now
being sold for high prices to criminals who know
how to use them to bypass identity checks.
What can you do?

Start by making sure biometric data is stored
locally on devices wherever possible, notin a
central database that could become a target. If it
must be stored centrally, it should be encrypted
to a high level and separated from other data to
limit the damage of any breach.

Access controls are also essential.

Lock down who can. manage or view biometric
settings, and track-every login attempt or
change. And if you‘re using:third-party tools or
devices, choose vendors who take biometric
security seriously;with-strong privacy policies
and a clear track record of data protection.
Biometrics can be a huge asset to your business.

But with great convenience comes great
responsibility. If you're geing to use a fingerprint
or a face as the key to your digital world, make
sure you're the only one who can open the door.

609 business owners trust us to keep their businesses
running every day, and you should join them.

We specialise in Business IT Solutions & Telecoms tailored to your specific needs. Our services are flexible,
straightforward, and free from jargon, designed to evolve seamlessly with your business. We pride ourselves on
a no-hard-selling approach, no long-term contracts, just the right advice without the unnecessary hassle.

« Stay connected with the latest Cloud Telephone
systems from 3CX & NEC

* Have IT Problems? We provide support for your
computer systems (We are Cyber Essentials Certified).

« Access fast and reliable internet connections with our
Fibre Broadband and High Speed Leased Lines.

« Enhance your online security with our Cyber Security
Services, including email protection, network monitoring,
antivirus, ransomware, and malware protection. (Ask
about our FREE no obligation Cyber Security Report).

* Prepare for and obtain Cyber Essentials Certification
with our assistance.

« Utilise Office 365 for email, Sharing files and Office
software on your PCs and laptops.

« Experience the flexibility of working from anywhere with
our Cloud Services.

« Ensure the safety of your data with automatic backups
for servers, PCs, and laptops.

« Upgrade your wireless network with the latest WIFI 6 & 7
access points for high-speed WIFI throughout your
premises.

« Get reliable data cabling for computers, phones, and
CCTV, including CAT5, CAT6 and Fibre.

« Source your IT hardware, including Servers, PCs, Laptops,
and Peripherals.

» Optimise your office printing with our Managed Print
Services, featuring multifunction printers. (Print, Copy,
Scan & Email)

« Secure your premises with the latest digital IP CCTV
systems.

* Enhance your online presence with our website services,
covering design, hosting, and SEO optimisation.

One important thing, we don’t have any sales people so we’ll only ever focus on how we can actually help
your business, not on commission rates or sales targets, there’s no pressured sales tactics, just no faff.

Get in touch, our advice is free.
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A: Yes, if it's not managed
properly. Personal
devices are often less
secure. And if they're lost
or compromised, your
business data could go
with them.

A: Actually, it's better to
focus on using strong,
unique randomly
generated passwords
with multi-factor
authentication, than
changing them all the
time. A good password
manager can help.

A: Yes! Most cloud
services protect their
systems, but not your

data. Accidental deletion,
user error, or cyber
attacks can still result in
loss.

This is how you can get in touch with us:

CALL: 01204 221101 = EMAIL hello@bluebox-i.co.uk
WEBSITE: www.bluebox-i.co.uk
FIND US AT: Meridan House, 5 Longworth Rd, Horwich, Bolton. BL6 7BL




